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1. Course Details:

Course Code : CTIA-007
Course Title : CompTIA Cybersecurity Analyst (CySA+)
Course Duration : 5 Days

2. Course Overview

e This course is intended for those wishing to qualify with CompTIA CySA+ Cybersecurity Analyst
Certification. CompTIA's CySA+ Certification is an intermediate-level certificate for IT
professionals with previous experience of working in the field of IT security. The CompTIA
CySA+ examination is designed for IT security analysts, vulnerability analysts, or threat
intelligence analysts.

3. Learning Outcomes:

e Threat Management

e Vulnerability Management

e Cyber Incident Response

e Security Architecture and Tool Sets

4. Course Contents:

Module 1 — Threat Management 1:
e Cybersecurity Analysts
e Reconnaissance Techniques

Module 2 — Threat Management 2:
e Security Appliances
e Logging and Analysis

Module 3 — Vulnerability Management:
e Managing Vulnerabilities
e Remediating Vulnerabilities
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e Secure Software Development

Module 4 — Cyber Incident Response:
e Incident Response
e Forensics Tools
e Incident Analysis and Recovery

Module 5 — Security Architecture:
e Secure Network Design
e Managing ldentities and Access
e Security Frameworks and Policies

5. Our Methodology:

e Make coaching and monitoring innovative and using modern

e Media training also using on the go training by using interactive means and focusing on
e The exercises, practical applications and real situations study.

e Live delivery method, instructor-led training.

e Experienced consultant, trainers, and professional.

e Qualified trainer with high-level experience

6. Attendance Reports:

e Send daily attendance reports to trainingdep

e Send full attendance report to training dep. by the end of thecourse

e Attend 100 % from the course days also providedaily

e Issue attendance certificate for participant who attend minimum 80% from the course
duration

7. Pre/Post Reports:

e Pre- assessment before starting training.
e Post assessment after finish training
e Full report for the deferent between Pre-& Post assessment

8. Who Should Attend?

e [T security analysts, vulnerability analysts
e Threat intelligence analysts
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e Vulnerability analysts
e Security Engineers
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